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Hyneview Launch

* On Windows system ’

hyneview-4.4.0

* On Linux system .

hyneview
.

hns@debian: ~ 135x24

SSION TYPE=wayland on Gnome. Use QT QPA PLATFORM=wayland to run on Wayland anyway
::setFilterRules: 'diamesh.filetransfer=false"
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Connect to Cyber Range O

* Mandatory informations

hyneview - Login window ? X
FLATFORMS Username
10.100.1.1 R
e Cyber Range IP Address . N
* Username

¢ P a SSWO rd = Remember me

Delete server Connect
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HMI Presentation

hyneview 4.4.0 (rev 4e422d6029) PRO - DIATEAM x

Entity Catalog

() DIATEAM
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HMI Presentation

* Connection to Cyber Range
e Tools connection

Connectto Cyber Range Disconnect to Cyber Range E

e Status connection

Connect status Disconnect status

|:—* Connected (admin@10.100.1.1)
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HMI Presentation

e Quick actions
* Quick actions for topologies
* Quick actions for entities

Account  Window Help

Properties Memory Dumps
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HMI Presentation

Entity Catalog

* Entity Catalog S

» Access to entities available on Cyber Range ST S
« Starter pack content ':
« Customized entities
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HMI Presentation

Opened Topologies

* Topology Overview

* Display information about session usage
 Listall opened topologies
* Displaythe current topology overview Topology overview
* Displayentitiesin the current topology
* Displaythe topology monitoring

Topology content

Default topology gdate

Diateam

iall
Ubuntu
Windows

Monitoring
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HMI Presentation

* Logs Overview

* Display information about session usage
* Debug/Warning/Error

Logs

Filter: Debug | Warning = Error ¢ Clear
iodel. ID already used.”
JETECT_AND_REACT.'

=S Connected @dmin@10.100.1.1) (*) DIATEAM
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* Topology Composition * Remove a topology
* Topology Catalog * Clone a topology
* Create a new topology * Topology properties
* Open/Load a topology * Topology statuses
 Save a topology * Topology navigation
* Unload a topology * Customize a topology
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Topology Management

* Topology Composition
* Area to display all entities that compose the topology

* Switchs
* Diodes
* TopologyGates
e Hybrid Netcards
 Domains
* Links between all elements
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Topology Management

* Topology Catalog

) Topology catalog ? *

-

Load Cancel
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Initial User Training Topology Management

* Create a new topology

) Topology catalog

File Edit Tools View Account Window Help

N Mew topology  Ctrl+M

Opentopology Ctrl+O

opology  Cirl+5

Save topology as.Cirl+Shift+5
Close Ctrl+w

Close All Ctrl+Shift+W
Print

Screenshot
| %
Options DIATEAM DIATEAM i DIATEAM DIATEAM

-

Quit Ctrl+0Q

New topology Load | Cancel
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Topology Management

* Open/Load a topology

) Topology catalog ? X

File Edit Tools View Account Window Help

[] MWew topology  Cirl+N

= r, Opentopology Ctrl+0
B  savetopology Ctrl+s
ogy as.Cirl+5hift+5
Ctrl+w
Close All Ctrl+Shift+W
Print
Screenshot

Options ——

DIATEAM DIATEAM . DIATEAM DIATEAM

Quit Ctrl+Q

-

New topology Load | Cancel
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Topology Management

* Save a topology

File| Edit Tools View Account Window

[3 MNew topology Ctrl+N
= Open topology Ctri+0

Save topology Ctrl+s

Close Ctrl+Ww
Close and unload topology Ctrl+U

Close All Ctrl+Shift+W
Print

Screenshot

Options

Quit Ctrl+Q
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Topology Management

* Unload a topology

() Topology catalog ? X

OAD 2022 06 OAQ_2022_07
] I =
telais DNS & Postfix
s
hymeuiew {E} Properties Alt+Return
Rights

testFred

STar—
=Y
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Topology Management

* Delete a topology

() Topology catalog ? >

Shared Internet

* {5} Properties Alt+Return

hynevie Rights

Y Unload
testFred

. : 3 DEI

T ToTA— -

New topology
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Topology Management

* Clone a topology

) Topology catalog ? X

hyneview

Properties Alt+Return

test-windows Rights

Delete Del

Clone

Export
New topology Load | Cancel
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Topology Management

* Clone a topology

) Clone Topology ? x

Choose the type of the clone:
full clone
linked clone

rebased clone

Number of clones:

Current name Clone name

Keep MAC addresses

Cancel
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Topology Management

* Topology properties

() Topology catalog ? >

Shared Internet

1 :
) Properties  Alt+Return

Rights
Unload
Delete Del
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Topology Management O

* Topology properties

Eile [Edit Tools View Account Window

Topology properties
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Topology Management

* Topology properties

() Properties: TEST = ? X ) Properties: TEST =

Pl = < o .
System Short name: System Persistent b
75 General % General

Long name:

-

¥ Options

Description:

etails

) Properties: TEST >

System Mame
% General uuID

Options Path
Other Created
Tags:
e ~ Details
Destination Catz

Cancel | Apply
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Topology Management

* Topology navigate

Opened Topologies

testFred *
TEST *#

Topology overview

2 hyneview 4.4.0 {rev f5aff5b212) PRO - D

Topology content

¥ Undefined(1)
Switch

Monitoring

Property Value
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Topology Management

* Topology statuses

* Runningin background ‘ * Cloning status
* Topology has children -
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Topology Management O

* Customize a topology

Format:
Width:
Height: 1500px

Backgroundcolor: [ [

Background imagde:

Clear

oK
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Topology Management ©

* Customize a topology

) DIATEAM

RY f_".l VIL C U RS
UTIO

switch
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Topology Management ©

* Customize a topology

* Grid mode
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Topology Management

* Customize a topology
* Show labels
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Entity Management

* Differents entities

* Entity Catalogtools
* Create a new entity
 Status entity

* Clone an entity

* Remove an entity

e Customize an entity
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* Differents entities
* Switch
* TopologyGate

* Hydrid cards

(<) DIATEAM

Entity Management

* Diode

e Domain

Domain

Hybrid Netcard

www.diateam.net - contact@diateam.net - @DIATEAM_Labs
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Entity Management

* Entity Catalog tools
» Add folder

* Export

° Delete Entity Catalog

* Clone Bt 1 o

* Properties

* Link between parentand clone(s) t"l"l t_||||||_”—I|’I[:t|—t_

° EXpand a“ fOIderS B3 Arc I'-ite-:-tu re 1 - Pfsense -Yaya

e Reduce all folders E éﬂ I_|t_—|t ’::_— 2 - Relai Postfix - Yaya
* Search
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Entity Management

* Create a new entity

) Create an entity ? X

Choose an Entity:

File Edit |[Toeols View Account Window

TEST* 1 Import
1S0s Manager

Switch i Topology Gate

Create a new entity

Manage topology gates

Wifi AP Hybrid Netcard Domain

Cancel
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Entity Management

 General Tab

Create an entity ? >

* General S ;
Short name: Default domain
Hynesim
Long name:
Motherboard
Disks Description:
Network:
CD ROMs
Boot
Date/Time
UsSBE
Video

Input
Tags:

Destination Catalog: Entities Catalog

Destination Folder:
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Entity Management

* Hynesim Tab

Create an entity ? >

% General Shared folder

. Hynesim Immutable
Motherboard  Display recording
Disks

Metwork Template

CD ROMs b Show advanced properties

Boot
Date/Time
USE

Video

Input

Cancel Previous MNext
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Entity Management

e Motherboard Tab

Create an entity ? >

JFRL
General
Memory
@) Hynesim
vCPU =

Motherboard

b Show advanced properties

Disks
Network
CD ROMs
Boot
Date/Time
USE

Video

Input

Cancel Previous Mext
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Entity Management

* Disks Tab

() Create an entity ? bt

't General

Disk 0 =

()] Hynesim

Motherboard Source default_disk
= Disks Bus sata
Network Create a new disk
CD ROMs Upload a disk
=2 Disk size (GB)
Date/Time
UsE
Video

Input

Cancel Previous Mext

: D I AT E A M www.diateam.net - contact@diateam.net - @DIATEAM_Labs

© DIATEAM. All Rights Reserved.



Initial User Training Entity Management

* Network Tab

Create an entity ? >

L -
General
_ ethD x
@) Hynesim

Motherboard Model el000

B Disks Vendor Equitrac Corporation

=

NEtwork Mac address 00:04:B5:44:d5:9¢

CD ROM

RS Immutable

Boot _
Description

Date/Time

UsB

Video

Input

Cancel Previous Mext
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e CDROMs Tab

() Create an entity 7 *

" General
Co/DVD O =

@ Hynesim
Motherboard Connected:

B Disks source: s05 Catalog:/kali-linux-2021.4a-installer-amd64.iso

L] Network Bus:
@ CD ROMs

Boot

Date/Time

USE

Video

Input

Cancel Previous Mext
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Entity Management

 Boot Tab

Create an entity 7 *

L General UEEL

@ Hynesim

; Show boot menu
-1 Motherboard

B Disks

1 Network

® CD ROMs

| Boot
Date/Time
USE
Video

Input

* Show advanced properties

Cancel Previous Mext
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* Date/Time Tab

DIATEAM

Create an entity

L
General

B Hynesim
Motherboard

B Disks

) Network

® co ROMs

| Boot

& Date/Time
USE
Video

Input

Cancel

Entity Management

uTC Localtime

Current time Manual

A domain stores the time in a virtualized hardware clock. This clock is set
when the domain starts so that it can keep track of time. By default, GNU/

Linux treats this time value in UTC time while Windows treats it as local time.
This setting is useful to have Windows domains display the correct time and
date instead of having the UTC to local time offset.

The safe choice is therefore as follows:

* For GNU/Linux systems, use the UTC time
* For Windows systems, use the local time option

Previous Mext
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e USB Tab

Create an entity

't General ) —
USE controller version USE 2
@ Hynesim
USE redirections
Motherboard

B Disks

" Network

® cD ROMs

%] Boot

& Date/Time

% USB
Video

Input

Cancel Previous Mext
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Entity Management

e \Video Tab

Create an entity ? >

't General
i Lo .
Video card ogxl

()] Hynesim

Motherboard
B Disks
L Network
® cD ROMs
| Boot
& Date/Time
% USE
™ Video

Input

Cancel Previous Mext
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Entity Management

* Input Tab

(3 Create an entity 7 *

i

General

Inputd =

Hynesim

Motherboard Type tablet
B Disks Bus usb
U Network
® cD ROMs
| Boot
& Date/Time
 UsE
™ Video

& Input

Cancel Previous Create

. | . D I AT E AM www.diateam.net - contact@diateam.net - @DIATEAM_Labs
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Iso Management

* ISOs Manager

) 150s Manager ? x

fubuntu-22.04
View Account Window fubuntu
Import

IS0s Manager

CLIENT_PRO MAL_x64FRE_en-us.iso

Create a new entity
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Entity Management

* VM is added in Entity Catalog
* You candragand drop the VM in the Topology Area for use it

Entity Catalog

O default

admin@hynesim master

Default domain

Default domain
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Entity Management

* Define entity in another Node

Define entity Node O
MNode 1
Node 2
Smart F&4
First

Random

Display Memory Dumps
Display Display Records
Change label color
Delete Del
Display label policy

Set custom graphic

Default do Rename F2

Properties Alt+Return
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Entity Management

* Status entity

Undefine
Define/Stop
Start

e Save

Pause

Debian Diateam Ubuntu Windows
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Entity Management

* Clone an entity

() Confirmation requested ? *

Choose the type of clone :
full clones

linked clones

Export Number of clones:

Current name Clone name

REET F2
Set custom graphic
Remove from cate
List topologies
Delete

Destination folder

Rights

Properties Alt+Return =
Diateam Destination cat

eali n
rall |

Keep MAC addresses
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Entity Management

* Remove an entity

el color

Entity Catalog [ Clone

R

Del
Display label policy
Set custom graphic
Rename F2 Lename F2

Set custom graphic

Properties Alt+Return

Remaove from category

/ Properties Alt+Return
Diateam Diateam
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Entity Management

* Customize an entity

) Graphic selector ? x

Current graphic: Default

Current size: 128 by 128 px

Delete Del
Display label policy

Set custom graphic
Rename F2

Properties Alt+Return

ubuntu.svg

[4,Add a new icon

Default domain
Original size: Delete

v Keep ratio

v Custom size: DX | Height: 128px

Restore Defaults

. | . D I AT E AM www.diateam.net - contact@diateam.net - @DIATEAM_Labs
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Entity Management

* Customize an entity

Debian Windows

2 1

i i

Diateam Ubuntu
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* Wire properties

2 Properties: Wire =

System

General
® Network

Other
o - Dup
s Details

Bandwidth

Add to catalog

Add to catalog
Delete

MTU 0 ! bytes

Delete
L {left) switch:1

) Jebian: i
g it) Debian:0 Properties Alt+Return

Properties Alt+Return

.) D I AT E A M www.diateam.net - contact@diateam.net - @DIATEAM _Labs
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Wire Management

e Customize a wire
e Colors

o i i ® /’ wi

Topology Load balancing ol Default wire color roperties  Layout Grid m

Change wire color
Unplug from Default domain

Unplug from switch

Add to catalog

Delete

Properties Alt+Return

switch

Default domain
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Wire Management

e Customize a wire
e Colors

Basic colors

Pick Screen Color

Custom colors
Sat: O Green: 0 " I
EEEEENEN _ _ Default domain
EEEEEEN Yali o 0

Add to Custom Colors
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Wire Management ©

e Customize a wire
» Shape tools

ik s i ® Ve al I B

Load balancing pols Default wire color op roperties Grid mode Show labels  Show statuses

Change wire color
Unplug from switch
Unplug from Default demain

Change to 0 angle
Change to 2 angles

Add to catalog

Delete

Default domain

Properties Alt+Return
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Wire Management

* Customize a wire
e Shape options

0 angle 1 angle 2 angles
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Initial User Training Features
Capture Job
 USB redirection
* Capture job (Wireshark) N
 Memory dumps ur;_tslfﬁrtrpﬁitr
* Snapshots manager Dimplay Mamory Dumps

Display Display Records

e Print
e Screenshot
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Features

 USB redirection

* Required software installation : UsbDk

* First point: Define the USB redirection when we create the entity into
configuration tabs.

* Second point: Start the entity and double click to open a new tab that
permit to interact with the entity (screen offset).

* Third point: When we are in this tab, we can access to « USB redirection ».
* This option permitto configure USB device to be active for the entity.
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Features

 USB redirection

* Entityis defined or undefined

 Entity is started and no screen offset

USB redirection

 Entityis started and screen offset is activate
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Features

e USB redirection

@) Usb Manager ? X

2 usb device(s) can be redirected

USB devices:

Manufacturer Product Descriptor Bus Address Connected Connected by another session

) Usb Manager ? X
1 ush device(s) can be redirected
USE devices:

redirect Manufacturer Product Descriptor  Bus Address Connected

7]

11
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Features

* Capture job
* Required software installation : Wireshark
* Enable when entity is defined, and disable when entity is undefined
* When entity is started, you can have the access to « Capture Job » entity sub

Save entity
Shutdown
Stop entity
Capture Job
Remote display Return
USE redirection
Display Memory Dumps
(.) D I AT E A M www.diateam.net - contact@diateam.net - @DIATEAM _Labs
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Features

* Capture job

Ubuntu: capture job management 7 *
Interface: Interface ™ Creation date End date Time limit Packet limit Filters Packet count
Time Llimit:

Packet limit:

Start capture Reset form Download ie Reuse settings
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Features

 Memory dumps
* Required software installation : 7zip, winzip, winrar, ...
* Enable when entity is defined, and disable when entity is undefined

Properties Memory Dumps

) Success >

File successfully downloaded

OK

: D I AT E A M www.diateam.net - contact@diateam.net - @DIATEAM_Labs
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 Memory dumps

-— — () s
_ dump * +

@ Mouveau ~ (L r ()] [ T Tl Trier ~ = Afficher ~ aas - -
« 3 v P = > Frédéric - diateam.net » Bureau » dump ~ C 2. Rechercher dans : dump

#

Mom Statut Maodifié le Type Taille

ﬁ Accueil

~ @ Frédeéric - diatez

D 20230126_0919_Ubuntu_20230126.dump.t.. = 26/01/2023 0818 Fichier GZ 471076 Ko

= O X
20230126_0919_Ubuntu_2023( X +
(®) Nouveau - L r &) & 7 Tl Trier - = Afficher ~ eos &% Synchronisation ~
“« I Bl « dump > 20230126_0919_Ubuntu_20230126.dumptar » 20230126_0919_Ubuntu_20230126.dump hd c . Rechercher dans: 20230126_091%_Ubuntu_202...

-

MNom Statut Modifie le Type Taille

ﬁ Accueil

~ @ Frédéric — diatee

D 20230126_0919_Ubuntu_20230126.dump = 26/01/2023 09:19 Fichier DUMP 2228427 Ko

> @M Bureau shal = 26/01/2023 09:20 Document texte 1 Ko
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Features

* Snapshots manager
* Enable when entity is defined, and disable when entity is started
* Permit to keep a save instance of virtual machine

Create snapshot

g 7
Snapshot manager ol Uiz 2 i : X
Display Memory Dumps

Display Display Records

Description:

Change label color
Delete Del

Display label policy

Set custom graphic

Rename F2 Cancel

Properties Alt+Return

Ubuntu
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Initial User Training

Features

* Snapshots manager

Undefine Start Properties Snapshot manager Memory Dumps

) Ubuntu snapshot ? X
+31 -4

Name Creation Date Description
26012023-094122 26/01/2023-09:46:01

= .
Name:
Switc Create snapshot
Description:
Snapshot manager
Display Memery Dumps
Display Display Records
Change label color
Delete Del

Display label policy

Set custom graphic

Rename F2

Properties Alt+Return

Ubuntu

(l) D I AT E A M www.diateam.net - contact@diateam.net - @DIATEAM_Labs
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Initial User Training

Features

* Record session
 This property option is accessible only when entity is undefined

() Properties: Ubuntu > ? >

System Shared folder

7' General Immutable

Hynesim Display recording b

1 Motherboard Serial port for action manager
Display Memory Dumps _
& Date/Time
Display Display Records 1 Boot » Show advanced properties

Change label color I/O Devices

Delete Del

D i5|;:| lEl':." label P oli cy

_ & USB
Set custom graphic ™ \Video
Rename F2 B Disks
Ubuntu

Properties Alt+Return  Input

Other

A% Detail
Jetails Cancel | Apply
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Initial User Training

Features

* Record session

* Start the entity

Ubuntu

Activites 26janv. 10:44

*Y

* Configure your entity

a
A
;

{a}

Dossier personnel
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Initial User Training
e Record session

* Stop your entity

* Display the record

(<) DIATEAM

Features

. Nade 2.

Ubunt e

Ubuntu

Create snapshot
Snapshot manager
Display Memory Dumps
Display Display Records
Change label color
Delete Del
Display label policy

Set custom graphic
Rename F2

Properties Alt+Return

www.diateam.net - contact@diateam.net - @DIATEAM _Labs
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Initial User Training

* Record session

Features

* Display all saved session realized

* Download the correspondingvideo file

(<) DIATEAM

MNom du fichier: | 96292084-1b28-438¢-8f51-d68a5719d78b-1674726179906

Type: “.mpd

A Masquer les dossiers

nregistrer
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Initial User Training

Features

* Print

hyneview 4.4.0 (rev f3aff5b212) PRO - DIATEAM

File Edit Tools View Account Window

[T New topology Ctrl+N

Open topology Ctrl+0O

Save topology Ctrl+5

Close Ctrl+w

Close and unload topology CtrlsU

Close all Ctrl+Shift+W

Print Print Ctrl+P
Screenshot =i Print Selection

Options = Print Current View

Quit Ctrl+Q

(‘) D I AT E A M www.diateam.net - contact@diateam.net - @DIATEAM_Labs
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Initial User Training

Features

e Screenshot

hyneview 4.4.0 (rev f3aff5b212) PRO - DIATEAM

File Edit Tools View Account Window

[ New topology Ctrl+N » Fred BELDA » Hyneview » Images
Open topology Ctrl+0
Save topology Ctrl+5
Close Ctri+w
Close and unload topology Ctrl+U
Close All Ctrl+Shift+W

Print

Screenshot Screenshot

20230126-142257

Options Screenshot Selection

Quit Ctrl+Q 5 Screenshot Current View

Screenshot Transparent Backdround

ansmasq templaie
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MANY THANKS !

DIATEAM QUESTIONS?

MILITARY & CIVIL CYBERSECURITY
SOLUTIONS
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